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QUESTIONS

1. PHP can be as secure as any other programming language. True or False?

2. User-provided data should be trusted in basic web forms and does not need to be validated to ensure security. True or False?

3. JavaScript form validation can be bypassed by hackers who creates their own forms or disable javascript. True or False?

4. Layering security by restricting user access on the basis of the user's IP address as well as their user name is not recommended. True or False?

5. Session IDs are extremely secure ways to protect sensitive data. True or False?

6. SQL injection vulnerabilities allow for the exploitation of database queries by the addition of variables or clauses in a string of user-provided data. True or False?

7. You should check the user's access privileges every time a restricted page of your PHP application is loaded. True or False?

8. SSL security must be used when transmitting all but which of the following?

a. social security numbers

b. credit card numbers

c. login information to accounts containing sensitive information

d. phone numbers

9. To protect against data sniffing, you should always use a secure protocol like FTP to transmit sensitive files. True of False?

10. Input from web browsers, such as user data from HTML forms and cookies, should be stripped of all special characters and HTML tags. True or False?

11. Every file in the HTML directory of a web server can be executed or read by users remotely over the web. True or False?

12. Hidden form fields can be seen simply by viewing the HTML source of a form in a web browser. True or False?

13. What does SSL stand for?

a. Secure Sockets Layer

b. Software Site Licenses

c. Secure Software Links

d. Software Security Layer

14. SSL server authentication allows a user to confirm a server's identity to ensure that sensitive data is received by the intended server. True of False?

15. All data sent over an encrypted SSL connection is protected automatically examined to determine whether it has been altered in transit. True of False?

16. An SSL session always ends with an exchange of messages called the SSL handshake, which completes the transaction and frees up system resources. True of False?

17. SSL certificates can be granted by third-party companies to demonstrate that a secure site is legitimate. True or False?

18. The Certificate Revocation List is a list known fraudulent certificates that have been tied to convicted criminals. True or False?

19. Lack of a trusted certification authority does not automatically mean that the web site is untrustworthy. True or False?

20. If a webmaster self-issues a SSL certificate, website visitors will likely see a warning message that the certificate can't be trusted. True or False?

21. A website that uses encryption will have a url that ends with .shtml. True or False?

22. Most browsers indicate that a site is encrypted by displaying a closed lock icon. True or False?

23. A certificate authority verifies the ownership of a web address before granting a certificate. True or False?

24. A secure website is guaranteed to be a safe site. True or False?

25. The web was designed to be a very secure environment. True or False?

26. Once issued, a certificate cannot be moved to another URL without resulting in warnings to site visitors. True or False?

27. Database connection errors, if displayed in the browser, can give clues to malicious users about the structure of a database. True or False?

28. Data handling errors are a class of errors related to possible interception or modification by malicious parties. True or False?

29. For security reasons, it is necessary to enable register_globals in PHP. True or False?

30. The safe mode setting in PHP allows the user account that owns an executing PHP script to read only the files owned by that account. True or False?
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